guibgll j5) ol
il Guamill

NATIONAL CENTER FOR DIGITAL CERTIFICATION

b1 T Bow YaRss T HOp
X T b HShrt@Hb 1

WEBRA ADMIN GUIDE

Certificate Service Provider (CSP)

Document Classification:

Controlled

Version Number: 3.1

Issue Date: Apr 1, 2021

Copyright © 2021 National Center for Digital Certification, Kingdom of Saudi Arabia. This document
is intended for use only by the National Center for Digital Certification and authorized Saudi National
PKI participants. This document shall not be duplicated, used, or disclosed in whole or in part for any
purposes without prior consent.



bttt HBhOF bmMYBe afFns brTiOp yiibgll 5ol

WebRA Admin Guide

Document Referenc

Item

e

Description

Document Title:
Custodian Department:
Owner:

Version Number:

Document Status:

Author(s):

NCDC WebRA Admin GuidebT t+ PHhIOF b MY BB
Business Development and Media Department
Operations Department

3.1

Approved

Nawaf Alothman

Official Reviewer:

Operations Department Signhature/Date

Jaser Alkhazalah

Operations Department Signature/Date
Approved by: Naif AlOtaibi
NCDC Director Sighature/Date

Version Number: 3.1

Page 1 of 56 Controlled



bttt HBhOF bmMYBe afFns brTiOp yiibgll 5ol
WebRA Admin Guide .

Document Revision History

Version Date ‘ Author(s) Revision Notes

1.0 24/01/2010 Phani & Chirag Document Creation

1.1 21/02/2010 Jaser Alkhazalah |Reviewed and updated

Chirag Patel, Phani |[Updated the guide, Removed VPN
Shankara, Meshal |connectivity process, added screen shot
Alshahrani and Jaser [to include valid email id during enrolment.

Alkhazalah Yearly review and update by PKI team
2.1 14/05/2015 PKI Team Reviewed and updated

3.0 25/02/2019 Nawaf Alothman Update full manual, add new sections
and Arabic language, Removed SSL
process.

3.1 1/4/2021 Wafa Almutairi Updated the logo

2.0 02/01/2013

Document Control

This document shall be reviewed annually and an update by NCDC may occur earlier if
internal or external influences affect its validity.

Digitally Signed Copy of this document shall be stored at NCDC Document Store.

Version Number: 3.1 Page 2 of 56 Controlled



bttt HBhOF bmMYBe afFns brTiOp yiibgll 5ol
WebRA Admin Guide .

Table of Contents

wdyT XMIOA B Ppnto
LS PR Purpose

FUPBB FKpTMbh Ut FMIOF
S T SO SOTU TP URTPRRPR PSPPI Pre-requisites

FnbFBFpa3abBHF akYM wBp>bhs
Bl The programs and systems used and the most important uses

wTBLUpOE dUFpPpF Nl K
e et be e —eehe e beehe e e beehe et e eae et e ebeete e beare e b e ateareenreates Digital Certificates

ATBPpI3bPHBIOF WpFpw afF A& cxmphdb

B e Logging into NCDC WebRA Administration

apabhBA wreBUP WpFnl p
1 L Steps to issue Digital Certificate for Subscriber
L WIMAABIKOF OMfFBXBEM LWpbhl B IOI
L wtBlUp WpFnl62pFpHF UWAA
R (Issuance of a Name ID Certificate) a BF WP.RInl pF p Hbw
16 (Issuance of a Email ID Certificate)c x Mmp b bOw |28 3 WpFnl pF
L B UAAIKOF ndK a1p3uF6.3T1TTHHIOF ¢
2 0 e Wpbl BKOF 2 JF36@OF gbmbAKO
2 Lo (Enrollment for Digital ID) c B LLp FOF Bp /1B A b1 1T
2 Jeee e wTYFpbTwF pwmpBIOF wBADBBG Wpbhl BIOF

aps3bhB A0 wrelUp WpFnal p
2 B Steps to Recover Digital Certificate for Subscriber
2 B e WIMAABIKF OMfFBXKEM LUWphl B IHOI
2 e wtelUp WprFnl72pbFpp bhBHF N
T TP PP PPUPPPPPRPIR UWAAKOF ndAK agT1tp3uF73T17 1T HHIOF cC
T Wpbl BKOF 2 JF3M@F abmb4dAlO
33, (Recover Certificates) KT MYBbIOF CBpM c/1tpBIOF5 allplOF aF
B e WwTYFpbhTwF pmMpBlOF wB AbKS Llphl B IOF

apabheAO wreBp WpF nl

I TS Steps to Revoke Digital Certificate for Subscriber
3 B _ FMNHOwWwF WAAKY coxMptouBeOul ghirl peFOF 6 MM B
P nTBP3bHBIOF WpFpF afpAx IB2ms XTpA 4
TP PP PPUPPPPPRTIR UWAAKF ndAK agT1p3uF83T1T T HHIOF
A 4 AObMbhbAK wSéTtnb bBKMAWpbHI B OF 3

Version Number: 3.1 Page 3 of 56 Controlled



bttt HBhOF bmMYBe afFns brTiOp yiibgll 5ol
WebRA Admin Guide sredyll Granidl

QFpFnl OF PfrpUT.®WmM WF hc lOF
B 5 Deactivate User Account & Hold Certificates

QFpFnl OF nd9K PrpUT.lOF _ F MNKOF M
B 8o Reactivate User Account & Cancel hold on Certificates

(4dx%x PT™H) o6BFXpAIOF aFpa3bT

B L Manage Token using SafeNet Authentication Client

ST TSP (Initialize Token) a4 bmb AN wSTtnh be
S (Change TokenName) a4 bmbHIF2 a BF pT 71T
S B (Change Token PIN) o bmb A pld.HOF a Lp OF

afF AxOF ¢cT bHRI B wntFm
LI T SO SO USSP If facing problems with the system

Version Number: 3.1 Page 4 of 56 Controlled



bttt HBhOF bmMYBe afFns brTiOp ibgll ;0
WebRA Admin Guide sredyll Granidl

Purpose

GAlreds? p Bl Otsleiedichedredes| e ) O  dpdsu " 29 | vds
.ndmz2 "k ak|loeoz? aWuys? k2|l I1e66¢t

The purpose of this document is to outline the steps involve@artification Service Providers
Registration AuthoritiesGSHRA)Operationsasksunder NCD®espectiveCAby using the NCDC

WebRAConsole

Pre-requisites FUJNIB FkOTA

Uit 1 @l AdscR | | s3] alsivgr U oAt ' Adg) vy 9SO 'dodz .1
"mgrsA - deBY” dnpt hAdRiZBAE D Bq s 622 wdsy? | A3 pn2t Yyl

oDBmMd3? Al retsd3 00U ‘2d3? ngmze 7

.af “sf?r2 AYPEY 2 wCt

.5"BRghy dsioFwudsAviod gy » X _ ¥
1. WebRA Administrator User Profile available on USB token
2. NCDC Packagerinstalled onNVebRA Admin Machine

3. Open the required Internet ports.

* If you face any problems in the system please go to page'se6".

Controlled
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The programs and systems used ~85n" akz|l18
and the most important uses Ui wY |
Registration Authority(RA

¢ ] ¢

69 _ SafelNet. En‘h‘us‘l‘
EntrustAuthority User SafeNet Authentication EntrustEntelligenceSecurity
Management Client Provider
9 Issuanceof EmaillD 7 Initialize Token 1 EnrollCertificate
Certificate
1 ChangeTokenPIN 1 RecoverCertificates

1 Issuanceof NamelD
Certificate
1 ChangeTokenName 1 CertificatesExplorer

1 Recover Certificates
1 Checkvalidity of Certificates

M RevokeCertificates
9 Signingg EncryptionFiles,Emails
(See NCD®K] User Manual v3.0)
1 Approve Pending Requests
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Digital Certificates a’ W Bmdgk

. Digltal Certification Certificate) O DBmMd3? G A| r 6 (

ABsUA 3o’ ot SogPnlor c Bl ZEEl| { yn €31 "k ODBMA? GA|retsd
B B . - 3

Clfan WA EdppbiAzo TP o0 & 1 b| ' jo2condsl cBlguly o & © X i mott ozadl ol ooy
.Y B'EBdB@o mEHN?"T pFa’ Y"PELdG 2 pD3kzUfSdgm®t 2c P r GIO

Certificates Types and Uses

J0

|
! '

Email Certificate Name Certificate
6 0 6 0

1 Sign File& Documentso 0 I Sign Fileg& Documentso 0
1 Encrypt File& Documentsd 0 1 Encrypt File® Documentsd 0
1 Sign& Encrypt Documents 1 $ign& Encrypt Filgs

) 0 0 0
1 Sign Email¢ ) 1 'Usedwith other applicati(?n a6f supported)
1 Encrypt Email$ ) ° ’

1 Sign g Encrypt Emails
( )

1 Usedwith other application 6f supported)
) ]

d'Azod'd' 'Ry Bntaflf) 6 wIEHMAENIW hA D2+ BY 1 3?2 T 2 .
., | 1 6 &2 2 :Authenticatiorz acB¥h ¥ is8¢ v YW C
(S Ye bt armed R B) W | | diefio e Y Iz

(Non-repudiation & d yPigital Sigharare v ° R 6 d3?
I41 cetap’ lzug LW 1 Ekaze s o3
NehAkz [ ""PPEURBLID ME v’ 6 ER

A3 ormr 22 "HOs 3y o ) ¢ Mk tgrion s @ 43) wludgas qd3
.y ABPBEYWeRar s Pedl o K
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Logging into NCDC |derdz™ FEd3pYE 208’ ( | de {005
WebRA Administration w1 @Rl m

"sm ?mAe d3?  § Oder \pAg S akej @Bl
Connect your Token (the WebRA Token) to the machine and make sure it is recognized.

https://webra.ncdc.gov.sa/Adin g icelgrsultesd BB g6y ' m .2

throw Internet explorer browser , In the Adghedsvibichigpdc.gov.sa/AdminServices

GC?2 &Skm mlogsHf?Stm 1038s dpeRde YYob[ idgFM? A || Bnjk
Qe Epedl BFE Y DU I A TizdM 35 dgRe2 fy Siped dip it WyuCly Y

ks 719890 Ty supecejd B dzotprdMl 35 diewHgA e dpoy Sapitp (B

tefjOdi§ coetger SifpoHedl dif A Atk niun of (| digefioo| mlpto 44 chyy AS y g B
.2t 8Byl A3 | Al hD wYyy L

. oYhf AR P R L[ dgefiOd veptel ¥ 't 35 dvE 2 ghglg @ e g @ 2o TN 1

Thé&elect Certifigatierface will appe&@iclick
(if a certificate other than your certificate appears, click More Options and choose your certificate).

The interface may not appear directly, and to find it ClickicontivetheaasébBxplodeselect it.

A new page (tab) must be opened each time when you want to log in to see the certificate
when the page is reloaded, the Certificate Selection option does not appear.

it is recommended shaddua to the desktop of the site link and click it each time when you \
Certificate interface will appear.

= =4 =4 -
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& - P Sy | X - @
L] % ..web-testncdegov Uil b O

Web Authentication @] ..Entrust Authority™ Admini @ __Entrust Authority™ User M2 .Entrust Authority™ User M| https--web-testncdegov @ (ol yu¢ gégall lin 8

Windows Lol X
83 lgady 4y
:laiel ULy J| web-test.ncdc.gov.sa gsgall zlizy

Training WebRA 1

Issuer: Government Test CA
Valid From: 38/05/17 to 41/06/20

Click here to view certificate properties

Sl go 330

Training WebRA 2
Issuer: Government Test CA
Valid From: 38/05/17 to 41/06/20

G C 1 %Y |cd OnEifeggtiss 4
Provide the token PIN nu@Ber, Click

@ - P S | X v @
L] % _.web-testncdcgov il s O
Web Authentication & ..Entrust Authority™ Admini £ ...Entrust Authority™ User M & ..Entrust Authority™ User M 2| https--web-testncdc.gov €| sl jue gigall lia &1

® Token Logon X
SafeNet Authentication Client gous s er .00 NG
Enter the Token PIN
Token Name: Training WebRAT
Token PIN I
Current Language: EN
e Concel |

Version Number: 3.1 Page 9 of 56 Controlled
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You will be logged in to WebRA Admin Console

O
’;A? @ ‘ -0 iz ‘ ‘ a- https://web-testncdc.gov.sa:9443/UserManagement/ @“\ .‘yi‘
‘ \_T‘ % _.Entrust Authority™ User Man @
Web Authentication €] _..Entrust Authority™ Admini @] _Entrust Authority™ User M ...Entrust Authority™ User M https--web-testncdc.gov & ol e gbgall lin & i@'

wod il Suanill viksoll JS ol
Entrust Authority™ User Management National Center for Digital Certificati /\

Administrator: training webra 1

Frangais

‘Home Accounts | Audits = Requests | Batch Processing

X Dashboard | Saved Searches

Saved Searches List

Import [) Export to Excel | Grid Options v
Drag a column header and drop it here to group by that column
Name + £ Type $  Description H

PR o Page 0 |ofo ([ » ) n 25w | rows per page it iy

Copyright 2019 Entrust © Al rights reserved.
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Steps to issue awvaudth uw [ 207 L .6
Digital Certificate Is| 1 ¢
Y
* 1
o] 0
) @
1
L 1
[:% Issuanceof Emailor NamevlD Certificate
o} 0
®Reference numbes authorization coda)
4 y Safe Net Authentication Client
dnitialize Tokem
Entrust Entelligence Security Provider (o] 5
(EnrollCertificates) | ]
» Y
]
’ SafeNet Authentication Client
@
Version Number: 3.1 Page 11 of 56 Controlled
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aj ‘ts{z272 okWWwhegxdi> HPE]I

miIBuEramager®? yydr) a uyzr @3 yydr 'vYgpldd? By’
QY dsyme | g0 o cig et e Bhmts " doezons 2 (aWeai ¥l (el i cisiFE 2 oigidied 22’ 2 HPEI W s
.0DBmMB? GA|lre
GRWasIAHGY HAE 2oBdVE@s UB | 8 ZH 2 It zsa32yn,
. HP b Yekdy gies'ay? " )" zelg? GIGHAE 2uptizn B2v e 0 1 jias3.
. HPEIl 29 @BE‘ Wy hetibdetsiOn dokvs b il 20 s zeofmigd?, _ ¥ G 9

LB sl 7z SR sk RREB] RV ce’ W g

avemth W Y U6 2

@ e hdr dz> C<|lcteriomF Wagkh aroaf rigadye <50 | | dtefico .1
To log in as NCDC WebRA Admaigéator . See

(Create AcCPErtscEy ¥ IU (Ae@uwts U @ &g Sdds, g | | dtefiog A3 .2
: ety oy U Bl gl vy cry EEBOF t5ooC &Y WB e IpY i prd il ot ulil achy DR e
WebRA console will appemo@isid then cliokate Account
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The Create Account page appears, from this page you can issue the targeted type of &attificate you

X ] —
O 07 37 - P S | |G - https://web-testncdc.gov.sa:9443/UserManagement/accounts & e
LI ...Entrust Authority™ User Man e
Web Authentication €] ..Entrust Authority™ Admini €] ..Entrust Authority™ User M & ..Entrust Authority™ User M = https--web-test.ncdc.gov @] 5

ol Suamill ikl 35 00l RV A
Entrust Authority™ User Management

Administrator: training webra 1

Select Types
User Type NCDC Name ID w | This is the user type to be used for NCDC NameID Users.
Certificate Type Enterprise - NCDC 3-Key-Pair NameID... v = 3-Key-Pair NCDC NamelD user with Nonrepudiation Key Pair

Create Account (* Indicates required information)

English Name *

Arabic Name *

Serial Number Include in DN
Notification Email

Group Training CSP

Role End User

(Issuance of a NarGertificater e 2 e6RR&Y 1

.NEDC NangsID1 ¢ c&y® ' all -

. EaterpABECD8Key Pair NameHR dséfy lugigh’ enl’ 4

WH e "HE 2 SRR HHCE ipste < |

HPE 2 % adff ‘mKusr p @13 dsuBE ] "Wty ds dsoiEY |

Select eNCODserTypame | Dé for the
and sel-BEDCKIe&E NP &ir p r NCartdicateDypei ser € f or t he

Fields appears based on the User Type selected.
Type the userés First NeEngligmdrabidame fields bihskdseriber RegueBydifa
thesattributasgequired

Sy <l m 1 3sdBYEg R.B
1eh Aoy 1 dp 2 aiglstiRIRY (Y py caL et (2 ofR “ © " e 20 ok btge o
After entering theQtiaBigbhmit
The other options there is no need to choose manually because it placed by default based of youi

Version Number: 3.1 Page 13 of 56 Controlled
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@i |~ R o | O @ - https://web-test.ncdc.gov.sa:9443/UserManagement/accounts & e
L] _Entrust Authority™ User Man &2 web-testncdcgov.sa &

nosHll Ginmill ibngll 55 00 POV
Entrust Authority™ User Management g

Administrator: training webra 1

Home ‘ Accounts ‘ Audits | Requests | Batch Processing

Search Database | Search Directory, | Create Accouat | List Accouats

Select Types
User Type INCDCNmeID v I ‘This is the user type to be used for NCDC NamelD Users.
Certificate Type | Enterprise - NCDC 3-Key-Pair NamelD.... ¥ | 3-Key-Pair NCDC NamelD user with Nonrepudiation Key Pair

Create Account (* Indicates required information)

English Name * Khatid Nasser Mohammed Ahmed
Arabic Name * Rt
Serial Number Tnclude in DN
Notification Email
Group Training CSP
Role End User

@ Training CSP
Tiger P Enter a parent DN

DN - +
Subject Alernative Name

The disti (DN) of the di in REC2253 format

Rt

' smo 0o CvBWER LB OSP RO ey unyms © o A B e alsYY " ( ¥3s { ds?

Now the request hasclageaind itatus is pendargnother RAust log in to the SiRegmvwoand appheveequest

Version Number: 3.1 Page 14 of 56 Controlled
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iz || ¢a- https://web-test.ncdc.gov.sa:9443/UserManagement/accounts @| )

‘ LT‘ * _.Entrust Authority™ User Man (& ‘ web-testncde.gov.sa &
wod i Saamill ailsgll S ol DVq A
Entrust Authority™ User Management National Center for Digital Certificatior /\

Administrator: training webra 1

Home | Accounts | Aundits Requests Batch Processing

Search Database Search Directory | Create Account ‘ List Accounts

@ Account operation has been quened pending further authorizations

Operation Create Account

cn=Khalid Nasser Mohammed Ahmed wesi dess 5oy als gu=Training CSP ou=Govemment Test

Account DN . . . .
CA_o=National Center for Digital Certification c=SA

Cancel Pending Request = Cancel and Delete Pending Request

Return to Create Account

Copyright 2019 Entrust © All rights reserved. 5

yi§dSew iy cldpR etcdssfdadz ¢+ 4 B2 Is| 1 s:Ezeu BBk Y2

Noteln case the User already exists in the Directory, below error will be displayed

e ‘ ‘ ¢Ga- https://web-test nede.gov.sa/UserManagement/accounts @‘ )
‘ \_T‘ -..Entrust Authority™ User Manag 2 ‘ % _Entrust Authority™ User Man <]

Entrust Authority™ User Management

Administrator: training webra 1
Accounts | Audits =~ Requests  Batch Processing

UMS Error

‘Home

An error has occurred. Please contact your administrator for more information.

Error Code UMSADMO025
Error Message Account creation operation failed The entry for this account already exists.
Return to the Accounts page

Copyright 2019 Entrust © All rights reserved. v

HPE I z 25 (lsf PoBiDmangies Vs A e hgnt v 1 '"HO vz _ Edjmd» ' %e» céd[b Cdy _
HPEBIB= My _ ¢ "¢ 1 8Hi2
This error is because an entry/user already exists in the directory with the sackeaGaetaitsrhamtienAditigdiber

formand completing thentrieaiileresolve this error and will allow you to add the New User.
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(Issuance of a Email ID Qertificaté® EL d3p64.2° m¢ et U

.NEDCEmMésID1 ¢ cey® ' all 4 ¢

-~ B
. EnterprABECDCKRy Pair Emeti + By Jugehr’ on' Ag -~ B

. Wb s THE 2 TBESOE ST e < | M
HPE ] 2z 21 PER ‘Weuls v atd PeELL gz B | AP é o3
. ("e™HY rk cohed3? | A3
Sel ect e NCUse Typenai | | Dé for the
and sel-BeEDCRIeENP &ir p r EatificaleType user é for the

Fields appears based on the User Type selected.
Type thalid Emaibiidonfirm the samediyteeng the Email ID
Based on Subscriber Request Form. By default, this attributes is required.

CHg <1 m ) 30MEL W@aLt 2 APBWR] 2 | A
1ot Aoy tp 2 dplstis ey (Y py ca et 2\ o * © "y 20 eif ktigge o

After enteringthaClicubmit
The other options there is no need to choose manually because it placed by default based of your organization.
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Sz, HO a- https://web-testncde.gov.sa/UserManagement/accounts @‘ )
‘ |_T| * ..Entrust Authority™ User Man @
« ..Entrust Authority™ CSR Enr &1 ..Entrust Authority™ CSR Enr 2] ..Entrust Authority™ CSR Enr 2] .Entrust Authority™ User M & 7,;5

ol Bymmill gl S s “

Entrust Authority™ User Management

Administrator: training webra 1

Hnme‘Acommu‘Audits Requests | Batch Processing

Search Database | Search Directory CmateAx:munt|LislAnmnms

Select Types
User Type | NCDC Email D v] | This is the user type to be used for NCDC EmaillD users
Certificate Type [[Esterprize - NCDC 3-Key-Pair EmaillD___v] |~ 3-Key-Pair NCDC EmaillD user with Nonrepudiation Key Pair

Create Account (* Indicates required information)

Email * test]23@ncde.gov.sa
Confirm Email * test123@ncde.gov.se X
Notification Email test123@nede gov.sa /| Same as above email
Group Training CSP
Role End User
® Training CSP

Location Enter a parent DN
Subject Alternative Name o M s

;i The distingui (DN) of the directory in RFC2253 format

Rm

B Mm

a o Cve s | peFOMSTE ABHOMST ezl s o Ac WAL v gBy " ( ¥35 [ 32

Now the request hasclgaaind itgatus is pendargnother RAIst log in to the SyR#erevicand appineve

request

Gl-p T

https://web-test.ncdec.gov.sa/UserManagement/accounts =] ‘ )

Entrust Authority™ User Management

Home | Accounts | Audits | Requests | Batch Processing
Search Database | Search Directory | Create Account | List Accounts

‘ \_T‘ * ..Entrust Authority™ User Man @

Yok sl aiooi 201 I

Administrator: training webra 1

Operation Create Account

Account DN co~test123 @ncdc.gov.sa,ou=Training CSP ou=Government Test CA.o=National Center for Digital Certification,c=SA

Cancel Pending Request | Cancel and Delete Pending Request

Retum to Create Account

(@) Account operation has been queued pending further authorizations.

Copyright 2019 Entrust  All rights reserved.
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y dstafr 13 2te fjOdtig i'doeiA yrpes? 126.3

é8chly dgiwg) 02<AmE L | cei000 [, Uit T aver2lddue bl (| diefioo .1
To log in as NCDC WebRA Administédor . See page

? ‘(AppProve pending RAguests £ 2 2 b Y qoyf B7A (Redusbe o<t jozd ¢« w d3»
.Y Stsm a9Co 2 yudds (B4"h " sl @ s odgn ¢ /
.l 12?2 Rne? wr? gg RAY EB? <l m 1 3s

Go tRequestad clicking oAgheove pending Retgesil shaWPending requests and can review, select and approve
requests
*Click on the arrow next to Pending User to verify the request details

G ¢ WM g5 dsy §f A haFaaiFE 226l Wl Ul 4 /0"y el BB oshad§tigi 'm 3
Once the detApproges are verified click on &
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o * S Che - hitps: nedegov s o

Entrant Authority™ User Manag 0 |

¥ 1500 V.

Entrust Authority™ User Man D

NOb B B nendl) Nl
Entrust Authority™ User Management

Taech Processing

Senrch Roquests  List Raguests

Approve Pending Requests

Exped All Rows  Refred Lt Cancel

Drag 3 column hoader and &rep i heee 10 proup by that cobama

Cancel sad Delete (D) txport b Bxced  Omd Optaces b

Neme 1 1 Operstsn § s i Allwsio i NewfemcaEmal § S i Sdeme § Compioe H
Apgeove
- E] KAalsd Nasssr Mobamenad e Crrate Accoust Peodng Cancel LD

Cancel and Delote

et Khake! Noswrr Moharmenad Admal oo cas e Jo ou=Trasseng CRP o -Gan vt

L Towt CA o~Natasmal Center for Dyl Contefication oo XA
Cowcp Trasseng CSP

Wote Eod User

Uver Type NCDC Nane 1D

Laghnh Name Kbalsd Nasver Mobsmmad Abennd
Antv: Namw S JISRITE N
Paceet DN o= Trming C3P ou=Covernmant Test CA o=Natiomal Centier for Dipita] Cortisfie staon c<SA

Cortificats Catmpory Enterpras

Cartificats Type

Soberad by

Authonzed by

Mwve sppeonals reguend

NCDC Koy Pasr NagwelD User

enrvTraiseg WebiA § ou=Traseng CSP

Dprtad Contification o5

o= Trasung WebRA | ousTeaseng CSP.

Drgital Contification coSA

You

e Cnermmnt Test CA o= Nutional Center for

o= Crorversmmvent Test CA o= Natwnal Center for

K€ o Page 1 ofl > o~ ¥ v

L1 od 1 peon

O3z~ [ a0 Xedr s gy vt é jlofFrieeds® » <T pn? ¥ Q@ dgbdEy 8 [ 3?2 M O €
( o S mgis' ty &R )R Bttt Me_ A Y ve-hapR el o diiepondr o

akzt Bod3? pet PIHH Y ® PO endipwy" < I_ A&} m? 2

<|

n Bmdi?

Uposuccessful approval by NCDC WetkRAelaimomxt to usamimdisplay thetivation code and
Reference Number
*The Reference number and Authorizationtoatedidita L3éad the token in coming steps.

Version Number: 3.1

Page 19 of 56 Controlled



bttt HBhOF bmMYBe afFns brTiOp ibgll jayall
ernﬁlg..mﬂ'

WebRA Admin Guide [l i - e

X O -
R v | G~ https://web-test ncdc.gov.sa/UserManagement/requests & e
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Entrust Anthority™ User Management

Administrator: training webra 2

Home Accounts Audits | Requests Batch Processing

Search Requests ~ ListRequests | Approve Pending Requests

Approve Pending Requests

(D) The Approve operation completed

Expand AllRows  RefreshList  Delete [¥) Export to Excel | Grid Options v
Drag a column header and drop it here to group by that column
Name 1 §  Operation i sute i | Allowed Ope § Notification..  § | Subject Alter. £ Submitted On § CompletedOn 3}
m Khalid Nasser Mo~ Create Account Completed Delete 2/12/2019 1:23:38.. 2/17/2018 11:17:5
M4 o Page 1| of 1 > M 25 v  rows perpage 1-10f1 items
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