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 ɳʝɱʫ ̱☿ ɑ̍ʦ̍ʒɺɖʤɂ ʪɄyʑɄɇ ʪɄ̍ʚʦʤ ɑʫɲᶚʤɂ ɒɂ̒ʆᾟήɂ ɤɱɹ̋ ɧ̍ʁ̒ɓ ̒ʁ ɑʚ̍ə̒ʤɂ ɻɯʁ rʫ ʔɭyʤɂ ʛ˄ɭɾɕʤɂ ɒɄʫɭɩ ʪɭʚʫ ʼɭʤ ʨˈᾒὈɖʤɂ

.ɳʝɱᶽɂ ʳʫ ɑʫɭʚᶽɂ ɑʬʊʯᶟɂ ʪɂɭɪɕɵɄɇ ὃḒʙɱʤɂ ʛ˄ɭɾɕʦʤ ὃỰʅʻʤɂ ɳʝɱᶽɂ ɗɦɓ ɞɰɭʱᶽɂ 

The purpose of this document is to outline the steps involved in Certification Service Providers 
Registration Authorities (CSP RA) Operations tasks under NCDC Respective CA by using the NCDC 
WebRA Console. 

 

 

 

 

 

 

1.  ʪɄʊɦʤ ʢ̒ɩɭʦʤ rʝ̒ɕʤɂ ˂Ịʍ ɑɽɄɩ ɒɂɬɄyɹ ́˄ɭʤ ʮ̒ʠ˄ ʮȵ ɏɡ˄ ʨ̍ᾒὈɖʤɂ ʢ̋ȸɶʫʮḛʫɭɪɕɶʑɂ ɐɰɂɬɂ  

 ɒɄɋʦʆɕᶽɂ ɰɄʂɥɂ ɭʎɈ ɒɂɬɄʸɺʤɂ ʵɯʶ ɱ˄ɭɾɓ ʭɕˆʺ""ὃḒʙɱʤɂ ʛ˄ɭɾɕʦʤ ὃỰʅ̒ʤɂ ɳʝɱʑɂ Ʉʁɬɭɦ˄ ὃỮʤɂ ɑʫɲᶚʤɂ. 

 

2. ὃḒʙɱʤɂ ʛ˄ɭɾɕʦʤ ὃỰʅʻʤɂ ɳʝɱᶽɂ ʳʫ ɑʫɭʚᶽɂ ɣʫɂṔḗʤɂ ɑʫɳɥ ɗˈɌɛɓ. 

 

3. .ɑɉʻʦʆᶽɂ ɗʯṔḘʯᶡɂ ɯʕɄʱʫ ɧɕʕ 

 

* " ʭʙɰ ɑɦʖɾʤɂ ˂Ỉȹ ɆɄʁɯʤɂ ˂Ạɱ˄ ʨʞɄɺʫ ˃ȵ ɑyɟɂ̒ʫ ʢɄɥ ̱☿56." 

 

1. WebRA Administrator User Profile available on USB token. 

 

2. NCDC Packager is installed on WebRA Admin Machine. 

 

3. Open the required Internet ports. 

*  If you face any problems in the system please go to page "56". 

 

 

  

Purpose 

 

.1  ɑʚˈəʻʤɂ ʳʫ ʔɭʸʤɂ 

 

Pre-requisites 

 

 .2 ϝЧϡЃв ϝкϽТнϦ ϟϮϜнЮϜ ϤϝϡЯГϧгЮϜ 
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The programs and systems used 

and the most important uses 

 .3 ʭʶȵʺ ɑʫɭɪɕɶᶽɂ ɑʬʊʯᶟɂʺ ɣʫɂṔḗʤɂ

ɄẛẁɄʫɂɭɪɕɵɂ 

Registration Authority (RA)

 

Entrust Authority User 
Management

   

Safe Net Authentication
 Client

  

Entrust Entelligence Security 
Provider

   

¶ Issuance of Email ID 
Certificate 

        

¶ Issuance of Name ID 
Certificate 

        
     

¶ Recover Certificates 
         

   

¶ Revoke Certificates
       
    

¶ Approve Pending Requests 
        

¶ Enroll Certificate 
        
        

¶ Recover Certificates 
        
     

¶ Certificates Explorer
         

¶ Check validity of Certificates
          

¶ Signing   ϧ Encryption Files ,Emails

       (See NCDC_PKI_User_Manual_v3.0)

          

¶ Initialize Token
        
  

¶ Change Token PIN
        

¶ Change Token Name
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) ὃḒʙɱʤɂ ʛ˄ɭɾɕʤɂ ɐɬɄʸɹDigital Certification Certificate: ( 

 ˌʫɭʚʫ ɭɥȵ ʢᶚɩ ʳʫ ὃḒʙɱʤɂ ʛ˄ɭɾɕʦʤ ὃỰʅʻʤɂ ɳʝɱᶽɂ ʳʍ ɰɭɾɓ ɑˈʯʺṔḘʟʤȹ ɑʚˈəʺ ˍỘʛ˄ɭɾɕʤɂ ɒɄʫɭɩᵷ ɑˈʟʦʫ ɒɄɋəᶡ ʪɭɪɕɶɔ ʪɄʎʤɂ ɤɄɕʖᶽɂᵷ 

 ́ɋɥɄɽ ɑ̂̒  ʁrʍ̋ ɤɄɕʖ
ᴱ
ɂʑ rʍ ɒɄʫ̒ʦʎʫ ɐɬɄy

ᴱ
ɺʤɂ ʨʬɺɔ 

ᴲ
ɝ̍ɥʡʤɮʺ  ʢɄɦɕʯᶗ 

ᴮ
Ʉʎɦʫ 
ᴮ
Ʉ̍ʯ̋ṔḘʟʤȹ ʮḛʦʫɄʎɕʑɂ ɼɄᾟὉɜɂ ɑ̂̒  ʁrʫ ɭ̍ʝɜɂ ʛʚɦɕʦʤ

ʳˆɱɩᶝɂ ɒɄˈɾᾟὉᵷ ʫ ʛʚɦɕʤɂʺ ᵷɑˈʯʺṔḘʟʤᶡɂ ɒᶚʫɄʎɕʤɂʺ ʛȼɄəʻʤɂ ˂Ịʍ Ṕḛʖɺɖʤɂʺ ˌʰʺṔḘʟʤᶡɂ ʏˈʙʻɕʤɄɇ ʪɄˈʚʦʤ ʡʤɯʝʺ.ʏˈʙʻɕʤɂ ɑᾚὛ ʳ 

 

 ɒɂɬɄʸɺʤɂ ʳʫ ʌʻʯ ʨʞ˄Ị˂ʍ ˃̒ɕɦ ɐɭʍ ̋ȵ ɞ̋ɲ ɞɂ̋ɲȵ ʳʫ ɧˈɓɄʖᶽɂ :ɑɦ̍ʎʫ ɑʖ̍ʉ̋ ɧ̍ɓɄʖʑɂ rʫ ɞ̋ɲ ʨʠʤ̋  

1.  ɂ ɑʙɬɄɾᶽAuthentication :   , ʪɭɪɕɶᶽɂ ɑˆʻʶ ʳʫ ʛʚɦɕʤɄɇ ɤɄʬɶʦʤ 

 ʏʙ̒ʫ )  ʮḛʎʫ ʪɄʊɦʤ  ʢ̒ɩɭʤɂ ʨ̍ᾒὈɔ : ́̍ʦʍ ɑʦɛʫɜɂ rʫʮḛʫɭɪɕɶʑɂ ɐɰɂɬɂ .(ʢɄɛᶽɂ ʨˈɌɵ ˂Ịʍ 

 

2.  ʏˈʙʻɕʤɂDigital Signature  ɰɄʠʯᶡɂ ʪɭʍ) Non-repudiation (   : 

  ̓̒ɕᾚᾇɂ ɑʫᶚɵ ʮɄʬʂʤ ̋ʯȵ ́ʪɭɪɕɶʑɂ ʨɋʙ rʫ ɻɰɄʠʯɂ rʟʬ˄ ᶗ  , 

ˌʰʺṔḘʟʤᶡɂ ʏˈʙʻɕʤɂ : ʹˈʦʍ ɑʦɛʫᶟɂ ʳʫ ʢ ʮḛʎʫ ˌʰʺṔḘʟʤȹ ɭˆɱɇ ʺȵ ʗʦʫ. 

 

3.  Ṕḛʖɺɖʤɂ Encryption  (ɑˆɱɶʤɂ):    ʮȵ ʮɄʬʂʤʹʤ ɤɱɾᶽɂ ɿᾟὊʦʤ ʇʚʕ ʌᶚʅᶚʤ ɑʦɇɄʙ ɒɄʯɄˈɋʤɂ. 

 ʺȵ ʗʦʫ Ṕḛʖɺɔ : ʹˈʦʍ ɑʦɛʫᶟɂ ʳʫɭˆɱɇ ˌʰʺṔḘʟʤȹ  .ʮḛʎʫ 

 

Digital Certificates  .4ɑˈʬʙɱʤɂ ɒɂɬɄʸɺʤɂ 

¶ Sign Files & Documents ύ  ό

¶ Encrypt Files &  Documents ύ  ό

¶ Sign & Encrypt Files 
     ύ   ό

¶ Used with other application όif supportedύ
ύ        ό

¶ Sign Files & Documents ύ  ό

¶ Encrypt Files & Documents  ύ  ό

¶ Sign & Encrypt Documents 
      ύ  ό

¶ Sign Emails (   )

¶ Encrypt Emails (   )

¶ Sign   ϧ Encrypt Emails 
     (    )

¶ Used with other application όif supportedύ
ύ        ό

   

Certificates Types and Uses

Name Certificate
  

ύ   ό

Email Certificate
   

ύ   ό

https://ar.wikipedia.org/wiki/%D8%AA%D8%B4%D9%81%D9%8A%D8%B1_%D8%A8%D8%A7%D8%B3%D8%AA%D8%AE%D8%AF%D8%A7%D9%85_%D8%A7%D9%84%D9%85%D9%81%D8%AA%D8%A7%D8%AD_%D8%A7%D9%84%D8%B9%D8%A7%D9%85
https://ar.wikipedia.org/wiki/%D8%AA%D8%B4%D9%81%D9%8A%D8%B1_%D8%A8%D8%A7%D8%B3%D8%AA%D8%AE%D8%AF%D8%A7%D9%85_%D8%A7%D9%84%D9%85%D9%81%D8%AA%D8%A7%D8%AD_%D8%A7%D9%84%D8%B9%D8%A7%D9%85
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1.  ʢ̋ȸɶʫ rʝ̒ɓ) ʡɇ ɼɄᾟήɂ rʝ̒ɕʤɂ ʨ̍ɽ̒ɕɇ ʭʙ.ʹˈʦʍ ʔɱʎɕʤɂ ʭɓ ʹʯȵ ʳʫ ɭʝȶɓʺ ɲɄʸᾒήɂ ˍ☿ (ʨˈᾒὈɖʤɂ 

 

Connect your Token (the WebRA Token) to the machine and make sure it is recognized. 

 

2.  ʇɇɂɱʤɂ ˂Ỉɂ ʢ̒ɩɭʤɄɇ ʭʙ ɰɰ̒ʦɋɶʝɂ ɗʯṔḘʯɂ ɧʖɾɕʑɂ ʛ̂ɱʅ rʍhttps://webra.ncdc.gov.sa/AdminServices 

 

throw Internet explorer browser , In the Address field type https://webra.ncdc.gov.sa/AdminServices 

 

 

 

3.  ɑʸɟɂʺ ɱʸʊɓ ʔʻɵɐɬɄʸɺʤɂ ɭ˄ɭɦɓ  ʭʙ ᵷʡɇ ɑɽɄᾟήɂ ʭə ɄẛṨʦʍ ʇʒʂʤɄɇ ʡɓɬɄʸɹ ɭ˄ɭɦɕɇ ˂Ịʍ ʇʒʂʤɂʛʕɂʻʫ 

 .(ʡɇ ɑɽɄᾟήɂ ɐɬɄyɺʤɂ ṔḘɩɂ̋ ɒɂɰɄ̍ᾟήɂ rʫ ɭ̂ɳʫ ˂Ịʍ ʇʒʂʤɄɇ ʭʙ ʡɇ ɑɽɄᾟήɂ ɐɬɄyɺʤɂ Ṕḛʑ ɐɬɄyɹ ɰ̒yʉ ʢɄɥ ̱☿) 

 

¶  .ɄʁɰɄ̍ɕɩɂ̋ ʪɄyʑɂ ʇ̂ɱɹ ̱☿ ɰɰ̒ʦɋɶʝɂ ɗʯṔḘʯɂ ɧʖɾɕʫ ɑʯ̒ʚ˄ȵ ˂Ịʍ ʇʒʂʤɂ ʭɕ˄ ɄʁɬɄɡ˄ɟ  ̋ɐɱɹɄɋʫ ɑyɟɂ̒ʤɂ ɱyʊɓ ᶗ ɭʙ 

¶  ɏɡ˄.ʨ̍ᾒὈɖʤɂ ʢ̋ȸɶʬɇ ɑɽɄᾟήɂ ɒɂɬɄyɺʤɂ ɭ˄ɭɦɓ ɰɄ̍ɩ ɱyʊ˄ ̩ʠʤ ʢ̒ɩɭʤɂ ʨ̍ᾒὈɔ ɭɦʍ ɐɱʫ ʨʞ ̱☿ ɐɭ˄ɭɟ ɑɦʖɽ ɧɕʕ 

¶ .ɒɂɬɄʸɺʤɂ ɭ˄ɭɦɓ ɰɄˈɩ ɱʸʊ˄ ʳʤ ɑɦʖɾʤɂ ʨˈʬɦɓ ɐɬɄʍȹ ɭʱʍ 

¶ ɺyʤɂ ɭ˄ɭɦɓ ɰɄ̍ɩ ɱyʊ˄ ̩ʠʤ ʢ̒ɩɭʤɂ ʨ̍ᾒὈɔ ɭɦʍ ɐɱʫ ʨʞ ̱☿ ́̍ʦʍ ʇʒʂʤɂ̋ ʏʙ̒ʑɂ ʇɇɂɱʤ ɏɕʟʑɂ ɧʆɵ ˂Ịʍ ɰɄɾɕɩɂ ɑʕɄʁȺɇ ᾝὝɦ˄.ɒɂɬɄ 

 

 

The Select Certificate interface will appear, click OK  

(if a certificate other than your certificate appears, click More Options and choose your certificate). 

 

¶ The interface may not appear directly, and to find it Click on the Internet Explorer icon in the taskbar and select it. 

¶ A new page (tab) must be opened each time when you want to log in to see the certificate selection option for the RA  

¶ when the page is reloaded, the Certificate Selection option does not appear. 

¶ it is recommended to add a shortcut to the desktop of the site link and click it each time when you want to login , and the  Select 

Certificate interface will appear. 

 

 .5 ʪɄʊɦʤ ̩̋hṔḘʟʤɟɂ ʏʙ̒ʑɂ ˂Ỉȹ ʢ̒ɩɭʤɂ ʨ̍ᾒὈɔ

ʮḛʫɭɪɕɶʑɂ ɐɰɂɬȹ 

 

Logging into NCDC 

WebRA Administration  

 

https://webra.ncdc.gov.sa/AdminServices
https://webra.ncdc.gov.sa/AdminServices
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4.  ʇʒʁɂ̋ rʝ̒ɕʤɄɇ ɼɄᾟήɂ ˃ɱɶʤɂ ʭʙɱʤɂ ʢɄɩɬȺɇ ʭʙʛʕɂʻʫ. 

Provide the token PIN number, Click OK.  
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5.  ʭɓ.ɤɄɡɦɇ ʢ̒ɩɭʤɂ ʨ̍ᾒὈɔ 

You will be logged in to WebRA Admin Console. 
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1
      Υ

1 Φ   
ύ     ό

2Φ    Φ

2
        
       

Issuance of όEmail or Name   ύID Certificate 
ύ      ό

3
       
      
     

όReference number ϧ authorization codeύ

4
    

  
Safe Net Authentication Client

όInitialize Tokenύ

5
     
     

Entrust Entelligence Security Provider
(Enroll Certificates )

6
     Υ

1  Φ       
Safe Net Authentication Client

2 Φ      

 

.6  ɑ̍ʬʙɰ ɐɬɄyɹ ɰɂɭɽɂ ɒɂ̒ʆɩ

 ʪɭɪɕɶʬʦʤ 

 

Steps to issue 

Digital Certificate 

for Subscriber  
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6.1 ʛʚɦɕʤɂ ɑɉʻʦʆᶽɂ ɞɮɄʬʱʤɂʺ ʜṔḘɺᶽɂ ɑˆʻʶ ʳʫ 

 

1 .ɭʝȶɕʤɂ ʳʫ ʻʶ ɑˈɥᶚɾʤɂ ɏɥɄɽ) ɑˈɥᶚɾʤɂ ɏɥɄɽ ʏˈʙʻɓʺ ɒɄʯɄˈɋʤɂ ʨʫɄʞ ʹʦˈᾒὈɔ ʳʫ ʛʚɦɕʤɂʺ ʜṔḘɺᶽɂ ɞɮʻʬʯ ʢɄʬɕʝɂ  ɱɹɄɋᶽɂ ɱ˄ɭᶽɂ

ʺɂ ʜṔḘɺʬʦʤ  ὃỰʅ̒ʤɂ ɳʝɱʑɂ ̓ɭʤ ʨᾒὈʑɂ̋ ɑyᾒίʤ ʏɈɄɕʤɂ ɒɄɵɄ̍ɶʤɂ ʢ̋ȸɶʫ ɑʚʕɂ̒ʫ̋ (ɑ̍ʬʙɱʤɂ ɐɬɄyɺʦʤ ɏʤɄʆʤɂ ʜṔḘɺʑɂ Ʉyʤ ʏɈɄɕʤɂ ɐɰɂɬɟɂ ɱ˄ɭʫ

.ὃḒʙɱʤɂ ʛ˄ɭɾɕʦʤ 

 

2. ʳʫ ɭʝȶɕʤɂ ʪɄʙ ɭʙ ʜṔḘɺᶽɂ ʮȵ ɇɞɮ̒ʬɦʤɂ ʏʫ ɄyʙɄʕɰɂ̋ ʜṔḘɺʑɂ ɑ̍ʙɄʖɓɂ ʏ̍ʙ̒ɕ.  

 

3 .) rʫ ɐɰ̒ɽ ʘɄʕɰɂ̋ ʜṔḘɺʑɂ ʨɋʙ rʫ ɑ̍ʙɄʖɓᶗɂ ʏ̍ʙ̒ɓ rʫ ɭʝȶɕʤɂ ɑˈʱʅʻʤɂ ɑˆʻʸʤɂ ʺȵɑʫɄʙᶡɂ  ʺȵɱʖɶʤɂ ɲɂʻɟ.ʜṔḘɺʬʦʤ (  

 

4 .ɦɕʤɂ ʪɄʬɓɂ ˂Ịʍ ʨ̍ᾒὈɖʤɂ ʢ̋ȸɶʫ ʏ̍ʙ̒ɓ̋ Ʉ̂ɰ̒ʂɥ ʜṔḘɺʑɂ ɑ̂̒  ʁrʫ ʛʚɦɕʤɂ.ʜṔḘɺᶽɂ ɞɮʻʬʯ ˍ☿ ʛʚɦɕʤɄɇ ɼɄᾟήɂ ʭɶʚʤɂ ˍ☿ ʛʚ 

 

*  ʭɶʙ ɐȲɂɱʙ ɏɡ˄ɄyʙɄʕɰȹ Ɇ̒ʦʆʑɂ ʛȼɄə̒ʤɂ .Ɇʻʦʆᶽɂ ʳʫ ɭʝȶɕʦʤ ʜṔḘɺᶽɂ ɞɮʻʬʯ ˍ☿ 

 

 

6.2  ȲɄɺʰɂ ɑ̍ʬʙɰ ɐɬɄyɹ ɰɂɭɽɂ ɏʦʅ 

 

1.  ʪɄʊʯ ʏʙ̒ʫ ˂Ỉɂ ʢ̒ɩɭʤɂ ʨ̍ᾒὈɔʮḛʫɭɪɕɶʑɂ ɐɰɂɬɂ  ʢ̒ɩɭʤɂ ʨ̍ᾒὈɔ ɒɂ̒ʆᾟή ,  ɑɦʖɾʤɂ ˂Ịʍ ʌᶚʅᶗɂ ˂Ạɱ˄.è8é 

To log in as NCDC WebRA Administrator . See page è8é.  

 

2.  ˂Ịʍ ʇʒʂʤɄɇ ʭʙ , ɤɄɡɦɇ ʢ̒ɩɭʤɂ ʨ̍ᾒὈɔ ɭʎɈɒɄɇɄɶᾚήɂ )Accounts(  ˂Ịʍ ʇʒʁɂ ʭəɆɄɶɥ ȲɄɺʰɂ )Create Accounts( 

       : ̱ỈɄɕʤɂ ɏɶɥ ɰɄɕᾟᾇɂ ɐɬɄyɺʤɂ ʌ̒ʯ ɏɶɥ ɄẛṥȾɋʎɔ Ɇ̒ʦʆʑɂ ʢ̒ʚᾚήɂ̋ Ʉyʤ ɆɄɶᾚήɂ ȲɄɺhɂ ɬɂɱʑɂ ɐɬɄyɺʤɂ ʌ̒ʯ ɰɄ̍ɕɩɂ ɑɦʖɽ ɱyʊɓ ʔ̒ɵ 

WebRA console will appear, Click Accounts and then click Create Account. 



ЬтϮЂϦЮϜ ЬмϔЂв аϝлв ЬтЮϸ  

WebRA Admin Guide 
  

Version Number: 3.1 Page  13 of 56 Controlled 

 
  

The Create Account page appears, from this page you can issue the targeted type of certificate you intend to do which are as follows: 

 
 

 

 6.2.1 ʭɵɂ ɐɬɄʸɹ ɰɂɭɽȹ(Issuance of a Name ID Certificate) 

 

1.  ɰɄˈɕɩȺɇ ʭʙʪɭɪɕɶᶽɂ ʌʻʯ .éNCDC Name IDé 

 ɰɄˈɕɩȺɇ ʭʙʺɐɬɄʸɺʤɂ ʌʻʯ .èEnterprise- NCDC 3-Key Pair NameID useré 

   BȲɄɦɇ ɄẛṥȾɋʎɔ Ɇ̒ʦʆʑɂ ʢ̒ʚᾚήɂ ɱyʊɓ ʔ̒ɵ .ɰɄɕᾟᾇɂ ɆɄɶᾚήɂ ʌʻʯ ˂Ịʍ 

 ʜṔḘɺʬʦʤ ˍẺɄɉɱʤɂ ʭɵᶗɂ ɑɇɄɕʟɇ ʭʙɑ˄ṕḛʦɡʯᶡɂ ɑʒʦʤɄɇ,  ɑˈɉɱʎʤɂ ɑʒʦʤɄɉʺ  ɏɶɥʜṔḘɺᶽɂ ɞɮʻʬʯ. 

 

 

Select èNCDC Name IDé  for the User Type . 

and select èEnterprise- NCDC 3-Key Pair NameID useré for the Certificate Type. 

 

Fields appears based on the User Type selected. 

Type the userês First Name, Second Name, Last Name and Family Name in English and Arabic Name fields based on Subscriber Request Form. By default, 

these attributes are required  

 

 

2.  ˂Ịʍ ʇʒʂʤɄɇ ʭʙ ʭɵᶗɂ ʢɄɩɬɂ ʢɄʬʝɂ ɭʎɈʢɄɵɰɂ. 

 ̓ɱɩɜɂ ɒɂɰɄ̍ᾟίʤ ɑɋɶ̡ʤɄɇ  ʮ̒ʠɓ ʔ̒ɵ .ʨ˄ɭʎɔ ɏʦʆɕɓ ᶗ ʡʤɯʤ Ʉyʤ ʏɈɄɕʤɂ ɑyᾒήɂ ɏɶɥ ɐɰɄɕɪʫ 

After entering the name Click Submit. 

The other options there is no need to choose manually because it placed by default based of your organization.  
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3. ) ʹɕʤɄɥʺ ɏʦʆʤɂ ȲɄɺʰɂ ʭɓ ʮᶝɂʛʦʎʫ ʪʻʚ˄ ʮȵ ɏɡˆʺ ( ʏʙ̒ʬʦʤ ʢ̒ɩɭʤɂ ʨ̍ᾒὈɖɇ r̂ɱɩɜɂ ʨ̍ᾒὈɖʤɂ ̱Ỉ̋ȸɶʫ ɭɥȵ.ʹˈʦʍ ɑʚʕɂʻᶽɂʺ ɏʦʆʤɂ ɑʎɟɂɱᶽ 

Now the request has been created and its status is pending, and another RA must log in to the System to Review and approve the request. 
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 : ɑʉʻᾚίʫ ɬʻɟʻʫ ʪɭɪɕɶᶽɂ ʭɵɂ ʮɂ ʢɄɥ ˍ┤ʤɄɵɰ ɱyʊɓ ʔ̒ɵ ʨ̍ʤɭʤɂ ̱┤ Ʉʚɋɶʫɑ .ɏʦʆʤɂ ʢɄɵɰɂ ɭɦʍ ȶʆɩ 

Note: In case the User already exists in the Directory, below error will be displayed 

 

ɱɩȳ ɿᾟὉ ʏʫ ˍẺɄɉɱʤɂ ʹʬɵɂ ʛɇɄʆɓ ʢɄɥ ˍ☿ ʮḛɵʻʙ ʮḛɇ ʪɭɪɕɶᶽɄɇ ɼɄᾟήɂ ɏʚʦʤɂ ʢɄɩɬȺɇ ʭʙ  ʨᾒὈʑɂ ɏʚʦʤɂ) ́ʬɵɂ ɱɩȳ ̱☿ ʮ̒ʠ˄ ɝ̍ɦɇᵷ(ʜṔḘɺᶽɂ ʳʫ  ʜṔḘɺᶽɂ ʪʻʚ˄ ʮȵ ɏɡ˄

 ɞɮʻʬʯ ˍ☿ ʹɇ ɼɄᾟήɂ ɏʚʦʤɂ ɑɇɄɕʟɇ.ʜṔḘɺᶽɂ 

This error is because an entry/user already exists in the directory with the same Common Name, Adding the nick name details mentioned in the Subscriber 

form and completing the other entries will resolve this error and will allow you to add the New User.  
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  6.2.2ˌʰʺṔḘʟʤȹ ɭˆɱɇ ɐɬɄʸɹ ɰɂɭɽȹ (Issuance of a Email ID Certificate) 

 

1.  ɰɄˈɕɩȺɇ ʭʙʪɭɪɕɶᶽɂ ʌʻʯ .éNCDC Email IDé  

 ɰɄˈɕɩȺɇ ʭʙʺɐɬɄʸɺʤɂ ʌʻʯ .è Enterprise- NCDC 3-Key Pair EmailID useré 

 

  BȲɄɦɇ ɄẛṥȾɋʎɔ Ɇ̒ʦʆʑɂ ʢ̒ʚᾚήɂ ɱyʊɓ ʔ̒ɵ .ɰɄɕᾟᾇɂ ɆɄɶᾚήɂ ʌʻʯ ˂Ịʍ 

  ɑɇɄɕʟɇ ʭʙʜṔḘɺʬʦʤ ˌʰʺṔḘʟʤᶡɂ ɭ˄Ṕḗʤɂ  ʜṔḘɺᶽɂ ɞɮʻʬʯ ɏɶɥ 

 .(ʹɕᾚὛ ʳʫ ʛʚɦɕʤɂ ɭʎɈ) 

Select èNCDC Email IDé  for the User Type . 

and select èEnterprise- NCDC 3-Key Pair EmailID useré for the Certificate Type. 

 

Fields appears based on the User Type selected. 

Type the valid Email ID and confirm the same by re-entering the Email ID. 

Based on Subscriber Request Form. By default, this attributes is required. 

 

2. ɂ ʢɄɩɬɂ ʢɄʬʝɂ ɭʎɈ ˌʰʺṔḘʟʤᶡɂ ɭ˄Ṕḗʤ ˂Ịʍ ʇʒʂʤɄɇ ʭʙʢɄɵɰɂ.   

ʨ˄ɭʎɔ ɏʦʆɕɓ ᶗ ʡʤɯʤ Ʉyʤ ʏɈɄɕʤɂ ɑyᾒήɂ ɏɶɥ ɐɰɄɕɪʫ ʮ̒ʠɓ ʔ̒ɵ ̓ɱɩɜɂ ɒɂɰɄ̍ᾟίʤ ɑɋɶ̡ʤɄɇ. 

 

After entering the Email Click Submit.  

The other options there is no need to choose manually because it placed by default based of your organization. 
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3. ) ʹɕʤɄɥʺ ɏʦʆʤɂ ȲɄɺʰɂ ʭɓ ʮᶝɂʛʦʎʫ ʪʻʚ˄ ʮȵ ɏɡˆʺ ( ʏʙ̒ʬʦʤ ʢ̒ɩɭʤɂ ʨ̍ᾒὈɖɇ r̂ɱɩɜɂ ʨ̍ᾒὈɖʤɂ ̱Ỉ̋ȸɶʫ ɭɥȵ.ʹˈʦʍ ɑʚʕɂʻᶽɂʺ ɏʦʆʤɂ ɑʎɟɂɱᶽ 

Now the request has been created and its status is pending, and another RA must log in to the System to Review and approve the 

request. 
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6.3  ˂Ịʍ r̂ɱɩɜɂ ʨ̍ᾒὈɖʤɂ ̱Ỉ̋ȸɶʫ ɭɥȵ ɑʚʕɂ̒ʫʤɂ ɏʦʆ 

 

1.  ʪɄʊʯ ʏʙ̒ʫ ˂Ỉɂ ʢ̒ɩɭʤɂ ʨ̍ᾒὈɔʮḛʫɭɪɕɶʑɂ ɐɰɂɬɂ  ɑɦʖɾʤɂ ˂Ịʍ ʌᶚʅᶗɂ ˂Ạɱ˄ ʢ̒ɩɭʤɂ ʨ̍ᾒὈɔ ɒɂ̒ʆᾟή ,è8é.. 

To log in as NCDC WebRA Administrator . See page . è8é.  

 

2. ˂Ỉȹ ɆɄʶɯʤɂ ɒɄɋʦʆʤɂ )Requests(  ɑʯʻʚ˄ȵ ˂Ịʍ ʇʒʂʤɂʺɑʚʦʎᶽɂ ɒɄɋʦʆʤɂ ˂Ịʍ ɑʚʕɂʻᶽɂ )Approve pending Requests(  ʔʻɵʺ

 ʮɄʠʫᶡɄɉʺ ɑʚʦʎᶽɂ ɒɄɋʦʆʤɂ ʏˈʬɟ ɱʸʊɓ.ɄẛṨʦʍ ɑʚʕɂʻᶽɂʺ Ʉʶɭ˄ɭɦɓʺ ɒɄɋʦʆʤɂ ɑʎɟɂɱʫ 

* .ʪɭɪɕɶᶽɂ ʭɵɂ ɰɂʻɡɇ ʭʸɶʤɂ ˂Ịʍ ʇʒʂʤɄɇ ʭʙ ɏʦʆʤɂ ʨˈɽɄʖɓ ɐɭʶɄɺᶽ 

 

Go to Requests and clicking on the Approve pending Requests tab will show all Pending requests and can review, select and approve 

requests. 

* Click on the arrow next to Pending User to verify the request details. 

3.  ˂Ịʍ ʇʒʂʤɂ̋ ɏʦʆʤɂ ɭ˄ɭɦɕɇ ʭʙ ᵷʜṔḘɺʑɂ ɞɮ̒ʬʯ ʏʫ ʀɰɄʎɔ ɭɟ̒ ˄ᶗ̋ ɏʦʆʤɂ ʨ̍ɽɄʖɓ rʫ ʛʚɦɕʤɂ ʢɄʬɕʝɂ ɭɦʍʛʕɂʻʫ. 

Once the details are verified click on èApproveé. 
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4.  , ɤɄɡʱɇ ɏʦʆʤɂ ˂Ịʍ ɑʚʕɂʻᶽɂ ɭʱʍ ʭʙʭʸɶʤɂ ˂Ịʍ ʇʒʂʤɄɇ  ɰɄʸʉᶡ ʪɭɪɕɶᶽɂ ʭɵɂ ɰɂʻɡɇʭʙɱʤɂ ʃˆʻʖɕʤɂ ɳʫɰʺ ˍẻɟɱᶽɂ  ʘᶚʑɂ ʭɓ ʢɄɥ ˍ☿)

.(́ɇ ɑɽɄᾟήɂ ɲ̒ʫɱʤɂ̋ ́ʦ̍ɽɄʖɓ ʀɱʍ̋ ɒɄʯɄ̍ɋʤɂ ɐɭʍɄʙ ̱☿ ɆɄɶᾚήɂ rʍ ɝɦɋʤɂ ʮɄʠʫɟɄɇ ɑ̍ʤɄᾚήɂ ɑɦʖɾʤɂ 

 *ʃˆʻʖɕʤɂ ɳʫɰʺ ˍẻɟɱᶽɂ ʭʙɱʤɂ ʪɂɭɪɕɵɂ ʭɕ˄ ʔʻɵ  ˍ☿ɐɬɄʸɺʤɂ ʨˈᾒὈɔ ɑʫɬɄʚʤɂ ɒɂʻʆᾟήɂ ˍ☿ ʳʝʻɕʤɂ ˂Ịʍ. 

 

Upon successful approval by NCDC WebRA Admin click the arrow next to user name to display the Activation code and 

Reference Number. 

* The Reference number and Authorization code will be used to enroll Digital ID in the token in coming steps. 
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6.4 ʜṔḘɺᶽɄɇ ɼɄᾟήɂ ʳʝʻɕʦʤ ɑȾˈẛẁ ʨʬʍ 

 ɑʚˆɱʅ ˂Ịʍ ʌᶚʅᶗɂ ʮɄʠʫᶡɄɇʳʝʻɕʦʤ ɑȾˈẛẁ ʨʬʍ ɑɦʖɾʤɂ ˂Ỉȹ ɆɄʶɯʤɂ ʢᶚɩ ʳʫ  ʭʙɰ "51é. 

To follow the steps of initializing the token go to page è51é. 

 










































































